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Encryption technology is a positive force for guarding the interconnected devices and 

data of people and organizations virtually everywhere. At the same time, law enforcement may 

be justified in seeking legal access to encrypted information to investigate crimes and terrorism 

and protect Americans’ safety and security. As products and services become more secure, they 

can on occasion present hurdles for law enforcement and officials charged with combating 

malicious actors—which, some argue, is one of the most challenging policy dilemmas of the 

internet age.
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On the one hand, modern-day criminals are constantly leveraging new tools and 

techniques, including encryption, to facilitate their illicit activities.
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 On the other hand, law 

enforcement is challenged with using its tools and authorities to keep pace.
3
 Indeed, there are 

compelling security, market, privacy, and rule of law interests in protecting strong encryption 

and enabling U.S. government entities to gain legal access to information in support of their law 

enforcement and national security missions. 

 

The U.S. Chamber urges policymakers to work closely with industry on mutually agreed 

on solutions to manage the need to secure data with the need for law enforcement to access 

information where appropriate. Any solutions must be narrowly tailored and have the buy-in of 

the business community to be sustainable at home and overseas. 

 

Policymakers need to support strong encryption; government mandates could harm U.S. 

security and competitiveness 

 The Chamber supports robust encryption for information, including data at rest and data 

in motion. Policy proposals need to uphold strong encryption. Encryption is an integral 

part of both individuals’ and enterprises’ cybersecurity. 

 

 Businesses and organizations should not be compelled to implement cryptographic key 

stores that potentially enable government and/or third-party access to private data. The 

federal government should not interfere with the evolution of encryption technologies in 

the marketplace. The Chamber has held this view since the 1990s.
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 The Chamber opposes government mandates, whether regulatory or technical. Top-down 

requirements would likely limit collective gains in information security while making 

American enterprises less competitive in global markets.
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 Any legal requirements need to 

be reasonable and technology neutral. 

 

Global norms should reflect the value of industry-led cybersecurity and the need for 

encrypted data 

 The Chamber is urging foreign governments to embrace dynamic and nonregulatory 

approaches to business and government collaboration on cybersecurity as an international 

norm.
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 Our organization believes that U.S. and global leaders need to champion smart and 

effective approaches to encryption. The federal government should foster private sector 

leadership and choice on encryption, e-commerce, and other information technology 

issues domestically and globally. 

 

 The federal government should exhibit leadership in international gatherings and push 

international agreements to (1) refrain from imposing import and export restrictions on 

encryption technologies and (2) resist adopting encryption laws, regulations, and policies 

that limit users’ choice of encryption technology to protect their information and 

devices.
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Encryption policies need to capture industry interests 

 The Chamber supports powerful encryption, and government access to information 

should be extraordinarily limited. In addition, U.S. law should provide clear procedures 

regarding access to unencrypted information and digital devices. Such policies and 

procedures should be technology neutral and fully capture views across multiple sectors 

of the business community. 

 

 Several bills offered in Congress reflect the challenges surrounding the “security vs. 

security” encryption policy debate, as some call it. The Chamber backs a bipartisan 

legislative proposal establishing a national commission on digital security.
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 The 

commission would enable a process for Congress and others (e.g., the private sector) to 

consider complex issues involving Americans’ values and policy objectives, including 

economics, privacy, national security, and digital security at home and in the global 

marketplace.
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Notes 

 

                                                 
1
 https://itif.org/publications/2016/03/14/unlocking-encryption-information-security-and-rule-law 

 
2
 Encryption is a process to secure information from unwanted access or use. Encryption uses the art of 

cryptography, which comes from the Greek words meaning “secret writing,” to change information that can be read 

(plaintext) and make it so that it cannot be read (ciphertext). Decryption uses the same art of cryptography to change 

that ciphertext back to plaintext. See www.fas.org/sgp/crs/misc/R44407.pdf, pgs. 2–4. 

 
3
 www.fas.org/sgp/crs/misc/R44187.pdf 

 
4
 See the U.S. Chamber’s 1995 policy statement related to telecommunications infrastructure. The policy declaration 

was revised in November 1997 by the Telecommunications Infrastructure Task Force and Legal Affairs Council 

(telecommunications task force policy statement). 

 
5
 At a Senate Armed Services Committee hearing on September 13, 2016, a senator cited a study that assessed 865 

commercial encryption products available worldwide. The lawmaker said that one-third of the products were 

developed in the United States and two-thirds were developed overseas. He suggested that regulating the U.S. 

encryption market would not prevent bad actors with gaining access to encryption technology. www.armed-

services.senate.gov/hearings/16-09-13-encryption-and-cyber-matters; www.cq.com/doc/congressionaltranscripts-

4953750?2 

 
6
 See the Chamber’s June 8, 2016, policy statement on cybersecurity norms and deterrence. 
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7
 Ibid. 

 
8
 www.uschamber.com/press-release/us-chamber-commends-bipartisan-legislation-establish-national-commission-

digital 

 

The commission is expected to be composed of 16 people with expertise in areas such as international commerce 

and economics, cryptography, law enforcement, technology, privacy and civil liberties, and intelligence. 

 

The commission would develop recommendations for maintaining privacy and digital security while seeking ways 

to keep criminals and terrorists from exploiting encryption technologies to evade justice. Ultimately, however, 

Congress must decide what the law concerning access to—or the lack thereof—encrypted data should be. 

 
9
 See the June 29, 2016, House Homeland Security Committee report (majority staff), Going Dark, Going Forward: 

A Primer on the Encryption Debate. https://homeland.house.gov/wp-content/uploads/2016/06/Going-Dark-Going-

Forward.pdf 
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