
 

 

 

 

 

 

August 2, 2019 

 

Via https://www.regulations.gov/document?D=FTC-2019-0019-0011 

 

David Lincicum 

Allison M. Lefrak 

Division of Privacy and Identity Protection 

Bureau of Consumer Protection 

Federal Trade Commission 

Washington, D.C. 20580 

 

Subject: Safeguards Rule, 16 CFR part 314, Project No. P145407 

 

Dear Mr. Lincicum and Ms. Lefrak: 

 

The U.S. Chamber of Commerce welcomes the opportunity to comment on the Federal 

Trade Commission’s (FTC’s or the Commission’s) proposed amendments to the Standards for 

Safeguarding Customer Information, more commonly known as the Safeguards Rule. We 

appreciate the substantial work that you and your colleagues put into developing it, your 

engagement with our Cybersecurity Working Group, and the deadline extension.1 

 

 This letter has three parts: First, it calls attention to the constructive aspects of the 

proposed rulemaking. Second, it urges policymakers, including the FTC and Congress, to 

streamline the rapidly growing number of data security/cybersecurity regulations that confront 

businesses domestically and internationally. Third, it recommends changes to the Commission’s 

proposed modifications to the Safeguards Rule (pages 5–14). 

 
Summary 

 

 The Federal Trade Commission’s (FTC’s or the Commission’s) Safeguards Rule proposal features 

positive elements, including not to create any independent reporting or notification requirements for 

financial institutions and to exempt small businesses from certain mandates of the regulation. 

 

 The Chamber is concerned that a number of the Commission’s proposed modifications to the Safeguards 

Rule would conflict with our long-standing interest in fostering a dynamic approach to cybersecurity 

governance. We particularly urge the FTC and other policymaking bodies to collaborate with industry to 

streamline the myriad data security/cybersecurity regulations, not increase them. 

 

 The Chamber is not yet convinced that expanding the Safeguards Rule is necessary to achieve the 

Commission’s mission, or that it would strengthen U.S. data security and/or cyber goals. We urge the 

Commission to refrain from modifying it. 

 

 

https://www.regulations.gov/document?D=FTC-2019-0019-0011
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RECOGNIZING THE POSITIVE 

 

 The FTC’s proposal features constructive elements that should be recognized. First, the 

Chamber commends the Commission’s decision not to “create any independent reporting or 

notification requirements,” which could conflict with mandates that financial institutions are 

already subject.2 This decision is sound. We believe that consumers should be notified as soon as 

reasonably possible following the discovery of a reportable data breach. Rather than specifying a 

specific time frame, the Chamber recommends policies that permit maximum flexibility, 

especially given the difficulties and uncertainties of responding to a data breach.3 

 

Further, businesses that suffer a cyber incident need to first secure a hacked information 

system before identifying and notifying affected people. In a nutshell, it takes time to discover a 

breach, secure the impacted networks, and identify impacted consumers. A rigid time frame is 

unworkable. 

 

Second, the Chamber applauds the agency’s determination to newly exempt small 

businesses, many of which may have relatively few customers, from certain requirements of the 

Safeguards Rule.4 More than 96% of Chamber member companies have fewer than 100 

employees. We agree with skeptics of the Safeguards Rule expansion, who caution that it would 

create challenges for small businesses.5 

 

Third, the Chamber urges private organizations to commit to robust data 

security/cybersecurity practices and regular enhancements. We launched our cybersecurity 

roundtable series in 2014 to promote the Cybersecurity Framework. This national initiative 

pushes businesses of all sizes and sectors to adopt fundamental internet security practices, 

including using the Framework and similar risk management tools, engaging cybersecurity 

providers, and partnering with law enforcement before cyber incidents occur. 

 

The Chamber has spearheaded some two dozen major regional roundtables and summits 

in Washington, D.C. Several regional events are taking place this year in the run-up to our  

8th Annual Cybersecurity Summit on October 10, 2019. Both the Chamber and the FTC have 

made substantial commitments to business cyber education.6 

 

STREAMLINING REGULATIONS IS JOB NO. 1 

 

 Positive elements of the rulemaking and the FTC’s engagement with industry are only 

part of the picture. The Chamber is concerned that a number of the Commission’s proposed 

modifications to the Safeguards Rule would conflict with our long-standing interest in fostering a 

dynamic cybersecurity governance model. 

 

First, policymaking involves trade-offs. The agency’s rulemaking elevates a more  

check-the-box approach to data security compared with the existing Safeguards Rule, which 

employs a more flexible model. A nonpartisan consensus exists indicating that industry and 

government need to better collaborate to meet the myriad challenges that face U.S. economic and 

national security.7 The current Safeguards Rule is workable largely because it fits within the 
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mainstream of how the government and industry approach cybersecurity risk management across 

sectors.8 

 

 The Chamber contends that the Safeguards Rule should not be expanded to include 

additional requirements governing covered financial institutions’ information security programs.9 

Ultimately, it is problematic that the FTC based its decision to amend the Safeguards Rule to 

include more specific security requirements on a comparatively limited subset of comments 

received from people and organizations in 2016.10 

 

Second, the Chamber would have difficulty agreeing to an updated Safeguards Rule that 

does not grant strong legal liability and regulatory protections to covered entities. It is unclear 

whether the FTC can authorize robust protections on its own, or whether such actions would 

require an act of Congress. 

 

What is noteworthy, Ohio enacted an innovative data security/cyber law in November 

2018. The Ohio Data Protection Act (S.B. 220) grants an affirmative defense against data breach 

tort claims to those businesses that bring their cybersecurity frameworks up to an industry 

standard. Other states’ data protection laws focus on requirements or penalties. The Ohio statute 

uses an affirmative defense to incentivize companies to improve their cyber practices.11 

 

While the Chamber has not formally endorsed S.B. 220, the law could serve as a point of 

reference to possibly negotiate a national data security program. It combines businesses’ usage of 

industry-recognized cyber frameworks with safeguards against legal liability. Further, the 

Chamber does not view the outcome of the Safeguards Rule update in isolation. Regulatory 

overreach by the agency would likely cast a shadow over other areas of cybersecurity where the 

FTC has authority, such as the Internet of Things (IoT).12 

 

Third, policymakers should better balance the government’s portion of the U.S. economic 

and national security burden to make the common refrain that cybersecurity is a shared public-

private responsibility concrete. The Commission places, unintentionally, the defense of business 

information systems—particularly against nation state hackers, or their surrogates, as well as 

criminals—on the shoulders of the private sector. Still, businesses should not have to contend 

with top cyber threats alone, which is the stark reality today. Companies are in potential jeopardy 

with the FTC, in part, because foreign hackers are breaching U.S. networks with the direct or 

indirect support of nation states.13 

 

Complicating matters, businesses are frustrated that they are often victimized twice—

first, by the malicious actor(s); and second, by the court of public opinion.14 To be sure, the 

Chamber wants private entities to vigorously mitigate threats to their assets and data, but  

victim-shaming leads to outcomes that are powerfully counterproductive to U.S. collective 

defense. In our experience, a number of cyberattacks against firms (or cities or government 

agencies) go unnoticed or unattributed because victims hesitate to share them with industry peers 

or government authorities because of the ensuing public backlash.15 

 

Regulation and enforcement actions alone won’t enhance private sector cybersecurity. 

Bad actors need to be deterred and reap the consequences of their actions—including for 
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justice’s sake and to minimize the public-private challenges that arise from inadequate sharing 

and pushback against hackers.16 Some semblance of fairness matters. Companies that suffer 

breaches should not come in for more punishment than the perpetrators. 

 

Fourth, and most pressing, the Chamber urges the Commission and other policymaking 

bodies to collaborate with industry to streamline the nearly countless data security/cybersecurity 

regulations, not increase them. For several years, the Chamber has urged agency officials and 

lawmakers to work toward reducing duplicative and overly burdensome information security 

requirements that impact regulated institutions. To illustrate the point, a U.S. technology 

company executive recently shared with us that his firm must comply with approximately 750 

data security/cyber regulations globally. And about one-third of these mandates are changing at 

any given time, he said. 

 

The FTC should forgo moving forward on the rulemaking unless it can articulate a 

reasonable plan to help harmonize the myriad regulations that affect industry at the state, federal, 

and international levels vis-à-vis the Safeguards Rule proposal. Given the interconnected nature 

of the cyber regulatory landscape, this task would be difficult to do, but it is necessary.17 

 

The Chamber further believes that expanding the regulation—whether in terms of 

imposing new requirements on already regulated entities or widening it to cover new ones—

would impose additional costs and mandates on companies that we are unable to support. Some 

private organizations can absorb the added costs, while others cannot. Equally troublesome, the 

proposed requirements would increasingly divert company resources toward compliance and 

away from risk management activities that are tailored to businesses’ unique security needs. 

 

In sum, the Chamber is not yet convinced that enlarging the Safeguards Rule is necessary 

to achieve the FTC’s mission, or that it would better shore up U.S. data security and/or cyber 

objectives. We urge the Commission to refrain from modifying the Safeguards Rule. However, if 

the FTC proceeds with its rulemaking, the Chamber’s key recommended edits to the proposal are 

in the attachment (pages 5–14). 

 

If you have any questions or need more information, please do not hesitate to contact 

Christopher Roberti (croberti@uschamber.com, 202-463-3100) or Matthew Eggers 

(meggers@uschamber.com, 202-463-5619). 

 

Sincerely, 

 

 

 

 

 

 

Christopher D. Roberti     Matthew J. Eggers 

Chief of Staff       Vice President, Cybersecurity Policy 

Senior Vice President, Cyber, Intelligence,  

   and Security 

mailto:croberti@uschamber.com
mailto:meggers@uschamber.com
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*** 

 

RECOMMENDING CHANGES TO THE FTC’S PROPOSED RULEMAKING 

 

The Chamber does not support changing the Safeguards Rule. However, we want to draw 

the Commission’s attention to our recommended revisions to its proposal, which are provided in 

the comment boxes and green/underlined text (i.e., the latter are text additions). The 

blue/underlined text represents the Chamber’s redline of how the FTC plans to amend  

16 CFR part 314.18 

 

PART 314—STANDARDS FOR SAFEGUARDING CUSTOMER INFORMATION19 

Contents 

§314.1   Purpose and scope. 

§314.2   Definitions. 

§314.3   Standards for safeguarding customer information. 

§314.4   Elements. 

§314.5  Effective date. 

§314.6   Exceptions. 

Authority: 15 U.S.C. 6801(b), 6805(b)(2).20 

Source: 67 FR 36493, May 23, 2002, unless otherwise noted. 

§314.1   Purpose and scope. 

(a) Purpose. This part, which implements sections 501 and 505(b)(2) of the Gramm-

Leach-Bliley Act, sets forth standards for developing, implementing, and maintaining reasonable 

administrative, technical, and physical safeguards to protect the security, confidentiality, and 

integrity of customer information. 

(b) Scope. This part applies to the handling of customer information by all financial 

institutions over which the Federal Trade Commission (“FTC” or “Commission”) has 

jurisdiction. Namely, Tthis part refers to such entities applies to those “financial institutions” 

over which the Commission has rulemaking authority pursuant to section 501(b) of the Gramm-

Leach-Bliley Act. An entity is a “financial institution” if its business is engaging in an activity 

that is financial in nature or incidental to such financial activities as described in section 4(k) of 

the Bank Holding Company Act of 1956, 12 U.S.C. 1843(k), which incorporates by reference 

activities enumerated by the Federal Reserve Board in 12 CFR 225.28 and 12 CFR 225.86. The 

“financial institutions” subject to the Commission’s enforcement authority are those that are not 

otherwise subject to the enforcement authority of another regulator under Section 505 of the 

Gramm-Leach-Bliley Act, 15 U.S.C. 6805. More specifically, those entities include, but are not 

limited to, mortgage lenders, “pay day” lenders, finance companies, mortgage brokers, account 

servicers, check cashers, wire transferors, travel agencies operated in connection with financial 

services, collection agencies, credit counselors and other financial advisors, tax preparation 

firms, non-federally insured credit unions, investment advisors that are not required to register 
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with the Securities and Exchange Commission, and entities acting as finders. They are referred to 

in this part as “yYou.” This part applies to all customer information in your possession, 

regardless of whether such information pertains to individuals with whom you have a customer 

relationship, or pertains to the customers of other financial institutions that have provided such 

information to you. 

§314.2   Definitions. 

(a) In general. Except as modified by this part or unless the context otherwise requires, 

the terms used in this part have the same meaning as set forth in the Commission’s rule 

governing the Privacy of Consumer Financial Information, 16 CFR part 313. 

(b) Authorized user means any employee, contractor, agent, or other person that 

participates in your business operations and is authorized to access and use any of your 

information systems and data. 

(c) Security event means an event resulting in unauthorized access to, or disruption or 

misuse of, an information system or information stored on such information system. 

(bd) Customer information means any record containing nonpublic personal information, 

as defined in 16 CFR 313.3(n),[21] about a customer of a financial institution, whether in paper, 

electronic, or other form, that is handled or maintained by or on behalf of you or your affiliates. 

(e) Encryption means the transformation of data into a form that results in a low 

probability of assigning meaning without the use of a protective process or key. 

(f)(1) Financial institution means any institution the business of which is engaging in an 

activity that is financial in nature or incidental to such financial activities as described in section 

4(k) of the Bank Holding Company Act of 1956, 12 U.S.C. 1843(k). An institution that is 

significantly engaged in financial activities, or significantly engaged in activities incidental to 

such financial activities, is a financial institution. 

(2) Examples of financial institutions. (i) A retailer that extends credit by issuing 

its own credit card directly to consumers is a financial institution because extending 

credit is a financial activity listed in 12 CFR 225.28(b)(1) and referenced in section 

4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(F), and issuing that 

extension of credit through a proprietary credit card demonstrates that a retailer is 

significantly engaged in extending credit. 

(ii) An automobile dealership that, as a usual part of its business, leases 

automobiles on a nonoperating basis for longer than 90 days is a financial institution with 

respect to its leasing business because leasing personal property on a nonoperating basis 

where the initial term of the lease is at least 90 days is a financial activity listed in 12 

CFR 225.28(b)(3) and referenced in section 4(k)(4)(F) of the Bank Holding Company 

Act, 12 U.S.C. 1843(k)(4)(F). 
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(iii) A personal property or real estate appraiser is a financial institution because 

real and personal property appraisal is a financial activity listed in 12 CFR 

225.28(b)(2)(i) and referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 

12 U.S.C. 1843(k)(4)(F). 

(iv) A career counselor that specializes in providing career counseling services to 

individuals currently employed by or recently displaced from a financial organization, 

individuals who are seeking employment with a financial organization, or individuals 

who are currently employed by or seeking placement with the finance, accounting or 

audit departments of any company is a financial institution because such career 

counseling activities are financial activities listed in 12 CFR 225.28(b)(9)(iii) and 

referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 

1843(k)(4)(F). 

(v) A business that prints and sells checks for consumers, either as its sole 

business or as one of its product lines, is a financial institution because printing and 

selling checks is a financial activity that is listed in 12 CFR 225.28(b)(10)(ii) and 

referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 

1843(k)(4)(F). 

(vi) A business that regularly wires money to and from consumers is a financial 

institution because transferring money is a financial activity referenced in section 

4(k)(4)(A) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(A), and regularly 

providing that service demonstrates that the business is significantly engaged in that 

activity. 

(vii) A check cashing business is a financial institution because cashing a check is 

exchanging money, which is a financial activity listed in section 4(k)(4)(A) of the Bank 

Holding Company Act, 12 U.S.C. 1843(k)(4)(A). 

(viii) An accountant or other tax preparation service that is in the business of 

completing income tax returns is a financial institution because tax preparation services is 

a financial activity listed in 12 CFR 225.28(b)(6)(vi) and referenced in section 4(k)(4)(G) 

of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(G). 

(ix) A business that operates a travel agency in connection with financial services 

is a financial institution because operating a travel agency in connection with financial 

services is a financial activity listed in 12 CFR 225.86(b)(2) and referenced in section 

4(k)(4)(G) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(G). 

(x) An entity that provides real estate settlement services is a financial institution 

because providing real estate settlement services is a financial activity listed in 12 CFR 

225.28(b)(2)(viii) and referenced in section 4(k)(4)(F) of the Bank Holding Company 

Act, 12 U.S.C. 1843(k)(4)(F). 
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(xi) A mortgage broker is a financial institution because brokering loans is a 

financial activity listed in 12 CFR 225.28(b)(1) and referenced in section 4(k)(4)(F) of 

the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(F). 

(xii) An investment advisory company and a credit counseling service are each 

financial institutions because providing financial and investment advisory services are 

financial activities referenced in section 4(k)(4)(C) of the Bank Holding Company Act, 

12 U.S.C. 1843(k)(4)(C). 

(xiii) A company acting as a finder in bringing together one or more buyers and 

sellers of any product or service for transactions that the parties themselves negotiate and 

consummate is a financial institution because acting as a finder is an activity that is 

financial in nature or incidental to a financial activity listed in 12 CFR 225.86(d)(1). 

(3) Financial institution does not include: 

(i) Any person or entity with respect to any financial activity that is subject to the 

jurisdiction of the Commodity Futures Trading Commission under the Commodity 

Exchange Act (7 U.S.C. 1 et seq.); 

(ii) The Federal Agricultural Mortgage Corporation or any entity chartered and 

operating under the Farm Credit Act of 1971 (12 U.S.C. 2001 et seq.); 

(iii) Institutions chartered by Congress specifically to engage in securitizations, 

secondary market sales (including sales of servicing rights) or similar transactions related 

to a transaction of a consumer, as long as such institutions do not sell or transfer 

nonpublic personal information to a nonaffiliated third party other than as permitted by 

sections 313.14 and 313.15; or 

(iv) Entities that engage in financial activities but that are not significantly 

engaged in those financial activities, and entities that engage in activities incidental to 

financial activities but that are not significantly engaged in activities incidental to 

financial activities. 

(4) Examples of entities that are not significantly engaged in financial activities. 

(i) A retailer is not a financial institution if its only means of extending credit are 

occasional “lay away” and deferred payment plans or accepting payment by means of 

credit cards issued by others. 

(ii) A retailer is not a financial institution merely because it accepts payment in 

the form of cash, checks, or credit cards that it did not issue. 

(iii) A merchant is not a financial institution merely because it allows an 

individual to “run a tab.” 
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(iv) A grocery store is not a financial institution merely because it allows 

individuals to whom it sells groceries to cash a check, or write a check for a higher 

amount than the grocery purchase and obtain cash in return. 

(cg) Information security program means the administrative, technical, or 

physical safeguards you use to access, collect, distribute, process, protect, store, use, 

transmit, dispose of, or otherwise handle customer information. 

(h) Information system means a discrete set of electronic information resources 

organized for the collection, processing, maintenance, use, sharing, dissemination or 

disposition of electronic information, as well as any specialized system such as 

industrial/process controls systems, telephone switching and private branch exchange 

systems, and environmental controls systems. 

(i) Multi-factor authentication means authentication through verification of at 

least two of the following types of authentication factors: 

(1) Knowledge factors, such as a password; 

(2) Possession factors, such as a token or text message on a mobile phone; 

or 

(3) Inherence factors, such as biometric characteristics. 

[Add lower-case letter.] Sensitive customer information means nonpublic 

electronic customer information which because of name, number, personal mark, or other 

identifier can be used to identify such customer, in combination with any one or more of 

the following data elements: (i) social security number, (ii) drivers’ license number or 

non-driver identification card number, (iii) account number, credit or debit card number, 

(iv) any security code, access code or password that would permit access to an 

individual’s financial account, or (v) biometric records. 

 

(j) Penetration testing means a test methodology in which assessors attempt to 

circumvent or defeat the security features of an information system by attempting 

penetration of databases or controls from outside or inside your information systems. 

(dk) Service provider means any person or entity that receives, maintains, 

processes, or otherwise is permitted access to customer information through its provision 

of services directly to a financial institution that is subject to this part. 

§314.3   Standards for safeguarding customer information. 

(a) Information security program. You shall develop, implement, and maintain a 

comprehensive information security program that is written in one or more readily accessible 

parts and contains administrative, technical, and physical safeguards that are appropriate to your 

size and complexity, the nature and scope of your activities, and the sensitivity of any customer 

information at issue. Such safeguardsThe information security program shall include the 

Commented [EMJ1]: The U.S. Chamber of Commerce 

recommends adding the wording, “or text message on a 

mobile phone,” to make it consistent with section 

500.01(f)(2) of the New York State Department of Financial 

Services Cybersecurity Regulation (DFS Cybersecurity 

Regulation). 

www.dfs.ny.gov/industry_guidance/cybersecurity 

 

The Federal Trade Commission (FTC or the Commission) 

says that it plans to deviate from the DFS Cybersecurity 

Regulation (Federal Register 13164, footnote 74), citing 

National Institute of Standards and Technology guidelines. 

Yet the Chamber, like New York state regulators, believes 

that SMS text messages can be leveraged by businesses in 

practical and secure ways. 

 

Commented [EMJ2]: The Chamber recommends adding 

“sensitive customer information” to the definitions list to 

appropriately narrow the scope of customer information that 

would be covered by the proposed rule. This definition 

would be consistent with section 500.01(g)(2) of the DFS 

Cybersecurity Regulation. 

 

http://www.dfs.ny.gov/industry_guidance/cybersecurity
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elements set forth in §section 314.4 and shall be reasonably designed to achieve the objectives of 

this part, as set forth in paragraph (b) of this section. 

(b) Objectives. The objectives of section 501(b) of the Act, and of this part, are to: 

(1) Insure the security and confidentiality of customer information; 

(2) Protect against any anticipated threats or hazards to the security or integrity of 

such information; and 

(3) Protect against unauthorized access to or use of such information that could 

result in substantial harm or inconvenience to any customer. 

§314.4   Elements. 

In order to develop, implement, and maintain your information security program, you shall: 

(a) Designate a qualified individual responsible for overseeing and implementing your 

information security program and enforcing your information security program (for purposes of 

this part, “Chief Information Security Officer” or “CISO”). The CISO may be employed by you, 

an affiliate, or a service provider. To the extent this requirement is met using a service provider 

or an affiliate, you shall: 

(1) Retain responsibility for compliance with this part; 

(2) Designate a senior member of your personnel responsible for direction and 

oversight of the CISO; and 

(a) Designate an employee or employees to coordinate your(3) Require the 

service provider or affiliate to maintain an information security program that protects you 

in accordance with the requirements of this Part. 

(b) Base your information security program on a risk assessment that Iidentifyies 

reasonably foreseeable internal and external risks to the security, confidentiality, and integrity of 

customer information that could result in the unauthorized disclosure, misuse, alteration, 

destruction or other compromise of such information, and assesses the sufficiency of any 

safeguards in place to control these risks. At a minimum, such a risk assessment should include 

consideration of risks in each relevant area of your operations, including: 

(1) Employee training and management;The risk assessment shall be written and 

shall include: 

(2) Information systems, including network and software design, as well as information 

processing, storage, transmission and disposal; and 

(3) Detecting, preventing and responding to attacks, intrusions, or other systems failures. 

(i) Criteria for the evaluation and categorization of identified security risks 

or threats you face; 

Commented [EMJ3]: The required designation of a CISO 

would likely require hiring a cybersecurity professional or a 

managed service provider. While such actions could improve 

a financial institution’s cyber fitness, it is not an inexpensive 

undertaking. What is more, the supply of qualified cyber 

professionals in the market is widely known to be limited. 

 

Commented [EMJ4]: The Chamber questions that a 

financial institution’s information security program would be 

sufficiently risk based under this provision The specificity 

called for in the written risk assessment strikes us as rather 

prescriptive compared with the original wording of section 

314.4(b). 

 



 

11 

 

(ii) Criteria for the assessment of the confidentiality, integrity, and 

availability of your information systems and customer information, including the 

adequacy of the existing controls in the context of the identified risks or threats 

you face; and 

(iii) Requirements describing how identified risks will be mitigated or 

accepted based on the risk assessment and how the information security program 

will address the risks. 

(2) You shall periodically perform additional risk assessments that reexamine the 

reasonably foreseeable internal and external risks to the security, confidentiality, and 

integrity of customer information that could result in the unauthorized disclosure, misuse, 

alteration, destruction or other compromise of such information, and reassess the 

sufficiency of any safeguards in place to control these risks. 

(c) Design and implement information safeguards to control the risks you identity [sic] 

identify through risk assessment, and regularly test or otherwise monitor the effectiveness of the 

safeguards’ key controls, systems, and procedures.[See (d)(1) below.]including: 

(1) Place access controls on information systems, including controls to 

authenticate and permit access only to authorized individuals, designed to protect against 

the unauthorized acquisition of customer information and to periodically review such 

access controls; 

(2) Identify and manage the data, personnel, devices, systems, and facilities that 

enable you to achieve business purposes in accordance with their relative importance to 

business objectives and your risk strategy; 

(3) Restrict access at physical locations containing customer information only to 

authorized individuals; 

(4) Protect by encryption all sensitive customer information held or transmitted by 

you both in transit over external networks and at rest. To the extent you determine that 

encryption of sensitive customer information, either in transit over external networks or 

at rest, is infeasible, you may instead secure such sensitive customer information using 

effective alternative compensating controls reviewed and approved by your CISO; 

(5) Adopt secure development practices for in-house developed applications 

utilized by you for transmitting, accessing, or storing sensitive customer information and 

procedures for evaluating, assessing, or testing the security of externally developed 

applications you utilize to transmit, access, or store sensitive customer information; 

(6) Implement multi-factor authentication for any individual accessing customer 

information. Multi-factor authentication shall be utilized for any individual accessing 

your internal networks that contain customer information, unless your CISO has 

approved in writing the use of reasonably equivalent or more secure access controls; 

Commented [EMJ5]: The FTC likely intended to write 

“identify.” 

 

Commented [EMJ6]: The Chamber believes that the word 

“designed” should be added to clarify that the controls are 

designed to accomplish the stated goals. 

 

Commented [EMJ7]: The Commission’s push for 

encrypting “all customer information” is based on the DFS 

Cybersecurity Regulation. 

 

The Chamber noted to New York officials in 2016 that 

encryption is not practical in every circumstance. While we 

support strong encryption, mandating the encryption of all 

customer information is simply not practicable and would 

interfere with the legitimate operations of regulated 

companies. 

 

Requiring covered entities to encrypt all customer 

information would constitute a costly and technical 

undertaking. Encryption is not a realistic solution to stronger 

information security in every situation. 

 

See the Chamber’s (et al.) 2016 letter to New York state 

regulators, which is available at 

www.uschamber.com/sites/default/files/group_letter_nysdfs

_cyber_requirements.final_.pdf. 

 

Commented [EMJ8]: The word “sensitive” is added three 

times to this subsection in keeping with the Chamber’s 

recommendation to include a definition for “sensitive 

customer information” in the proposed rule. 

 

Commented [EMJ9]: The word “sensitive” is added twice 

to this subsection. 

 

Commented [EMJ10]: The Chamber believes that 

subsection (6) should be rewritten as follows to enhance 

clarity for readers/users: 

 

“Implement multi-factor authentication for any individual 

accessing sensitive customer information on your internal 

network when connecting from an external network. In 

addition, based on the risk assessments performed under 

paragraph (b)(2) of the this section, implement multi-factor 

authentication to protect against unauthorized access to 

sensitive customer information, unless your CISO has 

approved in writing the use of alternative compensating 

controls.” 

 

In addition, the Chamber urges the FTC to clarify that multi-

factor authentication does not apply to the internal access of 

customer information by a business’ personnel. Network 

operators already apply security controls to validate internal 

users. 

 

http://www.uschamber.com/sites/default/files/group_letter_nysdfs_cyber_requirements.final_.pdf
http://www.uschamber.com/sites/default/files/group_letter_nysdfs_cyber_requirements.final_.pdf
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(7) Include audit trails within the information security program designed to detect 

and respond to security events; 

(8) Develop, implement, and maintain procedures for the secure disposal of 

customer information in any format that is no longer necessary for business operations or 

for other legitimate business purposes, except where such information is otherwise 

required to be retained by law or regulation, or where targeted disposal is not reasonably 

feasible due to the manner in which the information is maintained; 

(9) Adopt procedures for change management; and 

(10) Implement policies, procedures and controls designed to monitor the activity 

of authorized users and detect unauthorized access or use of, or tampering with, sensitive 

customer information by such users. 

(d)(1) Regularly test or otherwise monitor the effectiveness of the safeguards’ key 

controls, systems, and procedures, including those to detect actual and attempted attacks on, or 

intrusions into, information systems. 

(2) The monitoring and testing shall include continuous monitoring or periodic 

penetration testing and vulnerability assessments. Absent effective continuous monitoring 

or other systems to detect, on an ongoing basis, changes in information systems that may 

create vulnerabilities, you shall conduct: 

i. Annual penetration testing of your information systems determined each given 

year based on relevant identified risks in accordance with the risk assessment; and 

ii. Biannual vulnerability assessments, including any systemic scans or reviews of 

information systems reasonably designed to identify publicly known security 

vulnerabilities in your information systems based on the risk assessment. 

(e) Implement policies and procedures to ensure that personnel are able to enact your 

information security program by: 

(1) Providing your personnel with security awareness training that is updated to 

reflect risks identified by the risk assessment; 

(2) Utilizing qualified information security personnel employed by you or an 

affiliate or service provider sufficient to manage your information security risks and to 

perform or oversee the information security program; 

(3) Providing information security personnel with security updates and training 

sufficient to address relevant security risks; and 

(4) Verifying that key information security personnel take steps to maintain 

current knowledge of changing information security threats and countermeasures. 

(df) Oversee service providers, by: 

Commented [EMJ11]: The word “sensitive” is added once 

to this subsection. 

 

Commented [EMJ12]: The Chamber agrees that 

protecting sensitive business and consumer data is central to 

most robust cybersecurity programs. Yet, as written, this 

section’s requirements are overly generalized. FTC-regulated 

parties should be allowed to craft a testing program based on 

its perceived risk environment. 

 

The Chamber believes that cyber programs must be flexible 

to enable entities to adapt their defenses and measures to 

address existing threats, which constantly evolve. The 

proposal should be amended to clearly recognize each 

entity’s special risk profile. 

 

Commented [EMJ13]: The FTC’s rulemaking would 

require security personnel to attend regular cybersecurity 

awareness training sessions, which seems sensible on the 

surface. 

 

The Chamber supports greater cybersecurity awareness 

among businesses for employee education. But, in practice, 

the training sessions could become rigid, unenthusiastic 

exercises that dictate specific roles and responsibilities for 

companies’ personnel. 

 

Commission mandates could easily negate financial firms’ 

discretion about training and spread thinly the resources they 

need to adapt to a changing threat environment. Businesses 

are in the best position, working collaboratively with 

government officials, to understand how personnel need to 

be trained and monitored. 
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(1) Taking reasonable steps to select and retain service providers that are capable 

of maintaining appropriate safeguards for the customer information at issue; and 

(2) Requiring your service providers by contract to implement and maintain such 

safeguards.; and 

(3) Periodically assessing your service providers based on the risk they present 

and the continued adequacy of their safeguards. 

(eg) Evaluate and adjust your information security program in light of the results of the 

testing and monitoring required by paragraph (cd) of this section; any material changes to your 

operations or business arrangements; the results of risk assessments performed under paragraph 

(b)(2) of this section; or any other circumstances that you know or have reason to know may 

have a material impact on your information security program.; 

(h) Establish a written incident response plan designed to promptly respond to, and 

recover from, any security event materially affecting the confidentiality, integrity, or availability 

of sensitive customer information in your possession. Such incident response plan shall address 

the following areas: 

(1) The goals of the incident response plan; 

(2) The internal processes for responding to a security event; 

(3) The definition of clear roles, responsibilities and levels of decision-making 

authority; 

(4) External and internal communications and information sharing; 

(5) Identification of requirements for the remediation of any identified 

weaknesses in information systems and associated controls; 

(6) Documentation and reporting regarding security events and related incident 

response activities; and 

(7) The evaluation and revision as necessary of the incident response plan 

following a security event. 

(i) Require your CISO to report in writing, at least annually, to your board of directors or 

equivalent governing body. If no such board of directors or equivalent governing body exists, 

such report shall be timely presented to a senior officer responsible for your information security 

program. The report shall include the following information: 

(1) The overall status of the information security program and your compliance 

with this Rule; and 

(2) Material matters related to the information security program, addressing issues 

such as risk assessment, risk management and control decisions, service provider 

Commented [EMJ14]: The word “sensitive” is added once 

to this subsection. 

 

Commented [EMJ15]: This subsection calls for regulated 

businesses to remediate “any identified weaknesses” in 

information systems and associated controls [italics added]. 

Such thinking, on the surface, seems logical but is out of step 

with managing risk based on prioritizing threats. Companies 

that must remediate all weaknesses equally could end up 

inadequately fixing the ones that matter most. 
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arrangements, results of testing, security events or violations and management’s 

responses thereto, and recommendations for changes in the information security program. 

§314.5   Effective date. 

(a) Each financial institution subject to the Commission's jurisdiction must implement an 

information security program pursuant to this part no later than May 23, 2003. 

(b) Two-year grandfathering of service contracts. Until May 24, 2004, a contract you 

have entered into with a nonaffiliated third party to perform services for you or functions on your 

behalf satisfies the provisions of §314.4(d), even if the contract does not include a requirement 

that the service provider maintain appropriate safeguards, as long as you entered into the contract 

not later than June 24, 2002. 

Sections 314.4(a), 314.4(b)(1), 314.4(c)(1)-(10), 314.4(d)(2), 314.4(e), 314.4(f)(3), 

314.4(h), and 314.4(i) are effective as of [six months after publication of the final rule]. 

§314.6   Exceptions. 

Sections 314.4(b)(1), 314.4(d)(2), 314.4(h), and 314.4(i) do not apply to financial 

institutions that maintain customer information concerning fewer than five thousand consumers. 
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(i) Publicly available information, except as included on a list described in paragraph (n)(1)(ii) of this 
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available), such as account numbers. 
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identifiable financial information that is not publicly available, and is not disclosed in a manner that 
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