














“Information Security Regulation and Iteration,” Notre Dame Law School, October 2013

“Information Security, Mobile Health and the Internet of Things,” Mobile Health Exploratory
Seminar, Harvard Law School, September 2013

“Talking Data,” Cardozo Law School, Intellectual Property Scholars Conference, August 2013

“The Future of Information Security Regulation,” eCommerce Best Practices, Stanford Law
School, June 2013

“Hacking Speech,” Free Expression Scholars, Yale Law School, April 2013

“Bankrupting Privacy,” Internet Law Works in Progress, Santa Clara Law School, March 2013
“Social Media Privacy,” JTIP Symposium, Northwestern University Law School, March 2013

“Hacking and the Future of the CFAA,” Rutgers Law School, March 2013

“Code and Creativity,” Works in Progress in Intellectual Property, Seton Hall Law School,
February 2013

“Bankrupting Privacy,” Cyberlaw Workshop, Villanova Law School, February 2013
"Code and Creativity," IP Scholars Workshop, New York University Law School, January 2013

"Hacking Speech," Annenberg School, University of Pennsylvania, October 2012

“Developments in U.S. Privacy and Information Security Law Enforcement,” Society for
Computers and Law, London, September 2012

“Privacy by Contract, the First Amendment, and the US Privacy Bill of Rights, EU Excellence in
Internet and Network Science Workshop, University of Oslo, August 2012

“Code, Creativity and Identity,” EU Excellence in Internet and Network Science Summer School
(UK), Oxford Internet Institute, August 2012

“Generation C: Children, Code and Creativity,” Intellectual Property Law Scholars Conference,
Stanford Law School, August 2012

“Bankrupt Promises,” (retitled Bankrupting Privacy) Privacy Law Scholars workshop, GW Law
School, June 2012

Panelist, “Mobile Technologies and Information Security,” Fordham Law School/Federal Judicial
Center, March 2012
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“Generation C: Children, Code and Creativity,” Wharton School, March 2012
“Hacking Privacy,” Notre Dame Law School, March 2012
“Digital Childhood,” Monash University Faculty of Law, February 2012

“Digital Childhood,” Symposium on Innovation in Education, Notre Dame Law School,
November 2011

“Essential Breaches: Contract and Computer Intrusion,” Notre Dame Law School, October 2011
“Computer Intrusion post 9/11,” Symposium on Post 9/11 Legislative Change, Notre Dame Law
School, October 2011

“Trends in US Consumer Protection and Internet Privacy,” Society for Computers and Law,
London, September 2011

“Privacy Defaults,” OBA Policy Forum, University of Edinburgh, July 2011

“Virtual Childhood,” Gikii, IT University, Gothenburg, June 2011

Roundtable participant, Digital Policy Issues for the New Communications Bill, Oxford Internet
Institute, June 2011

“Digital Childhood,” Gikii, University of Gothenberg, June 2011
“Digital Childhood,” Privacy Law Scholars, University of California, Berkeley, May 2011

“(Techno)Essentializing Breach,” Santa Clara Law School, March 2011

“(Techno)Essentializing Breach,” Rutgers University School of Law, February 2011
“Contract and Privacy,” University of Florida School of Law, February 2011

“Contract and Privacy,” Boston University School of Law, February 2011

“(Techno)Essentializing Breach,” Wharton School, Legal Studies and Business Ethics
Department, University of Pennsylvania, January 2011

“(Techno)Essentializing Breach,” Wharton Media Scholars Workshop, December 2010

“Contract and Privacy,” Temple Law School, November 2010
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“Authorized Access,” Gikii, University of Edinburgh School of Law, June 2010
“Corporate Cyborgs and Augmented Minds,” Computers, Freedom, Privacy, June 2010

“Information Capital,” Privacy Law Scholars conference, George Washington School of Law/ UC
Berkeley School of Law, June 2010

“Building Better Users,” Rough Consensus and Running Code conference, University of
Pennsylvania Law School, May 2010

“Corporate Cyborgs and Consumer Information,” College of Arts and Sciences Faculty
Preceptorial — at student invitation, University of Pennsylvania, May 2010

“Authorized Access,” Case Western Reserve University School of Law, May 2010 “Information
Capital,” Cyberlaw workshop, University of Puerto Rico/ University of Ottawa School of Law,
January 2010

“Bourdieu and Data Privacy,” Legal Studies & Business Ethics Department, University of
Pennsylvania, Wharton School, October 2009

“Third Party Beneficiaries and Information Security,” Gikii, University of Amsterdam School of
Law, September 2009

“Bourdieu and Data Privacy,” IP Scholars conference, Cardozo Law School / UC Berkeley School
of Law/ Stanford Law School, August 2009

“U.S. Information Security Regulation,” Singapore Management University School of Law, June
2009

“Bourdieu and Data Privacy,” SoGikii, University of New South Wales, June 2009

“Duties of Code Safety,” workshop on DRM, Federal Trade Commission, March 2009

Information Security Panel, Wharton Interactive Media Initiative conference, Panel organizer and
moderator, University of Pennsylvania, Wharton School, January 2009

Corporate Cyborg,” Internet Policy Lunch, University of Pennsylvania, Annenberg School,
January 2009

“Corporate Cyborg,” Telecom Colloquium, University of Pennsylvania, Legal Studies and
Business Ethics, Wharton School, December 2008

“Corporate Cyborg,” GIKII, Oxford Internet Institute, University of Oxford, September 2008
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“Behavioral Advertising and Datamining,” Society for Computers and Law, London, September

2008

“Symbolic Harms: Information Security and Duties to Warn,” Law and Society, May 2008

Charismatic Content panel, Computers, Freedom, Privacy, Panel organizer and moderator, Yale
University School of Law, May 2008

“The Future of Information Security Regulation,” American Association of Law Schools, January
2008

“Symbolic Harms: Information Security and the First Amendment,” University of Pennsylvania,
Wharton School, November 2007

“Black Collar Crime: Information Security and the Changing Nature of Information Crime,”
GIKII, University College of London, September 2007

“Corporate Cyborgs and Information Security,” Society for Computers and Law, London,
September 2007
“Corporate Cyborgs and Information Security,” International Law and Society, Berlin, July 2007

“Information Security Law and Strategy,” Supernova, San Francisco, June 2007

“Corporate Information Assets and Data Breach Regulation,” SMU Dedman School of Law,
February 2007

“Technoconsen(t)sus,” University of Pennsylvania, Wharton School, December 2006
“Technoconsen(t)sus,” University of Washington School of Law, December 2006
“Technoconsen(t)sus,” Case Western Reserve University School of Law, November 2006

“Technoconsen(t)sus,” University of Ottawa School of Law, October 2006

“A Network Theory Perspective on Information Security Regulation,” University of Illinois
School of Law, March 2006

“Penetrating the Zombie Collective: Spam as an International Security Issue,” University of
Oxford, September 2005

“Spyware in Comparative International Regulatory Context,” University of Edinburgh School of
Law, September 2005
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“Enterprise Risk Management and Technology Business,” Northwestern University, Kellogg
Graduate School of Management, August 2005

“Spam and International Security,” Law and Society, Las Vegas, June 2005

“Material Vulnerabilities: Data Privacy, Corporate Information Security and Securities

Regulation,” Northwestern University School of Law, January 2005

“Corporate Information Security Risk Management and Regulation in International Context,”
Northwestern University, Kellogg Graduate School of Management, August 2004

bl

“Constructing Tools of Development: Open Source Licensing and Developer Self-realization,’
UC Berkeley Law School/ Cardozo Law School/ DePaul Law School, August 2004

“Enterprise Risk Management and Entrepreneurship,” Northwestern University, Kellogg Graduate
School of Management, July 2004

“Enterprise Risk Management, Legal Complexity and Internet Security Contracting,”
Northwestern University, Kellogg Graduate School of Management, June 2004

“Legal Entrepreneurship Resources and Enterprise Risk Management,” Northwestern University,
Kellogg Graduate School of Management, April 2004

“Ethical Enterprise Risk Management,” Midwest Business Association Administration
Conference, March 2004

“Business Data Collection, Regulating Children’s Privacy Online and Human Development,”
Northwestern University, School of Communications, March 2004

“Mutually Assured Protection: Development of Relational Internet Data Security Contracting
Norms,” Stanford Law School, March 2004

“Managing Information Security in the International Marketplace,” moderator of Digital Frontier

Conference panel, Northwestern University, Kellogg Graduate School of Management, January
2004

“Enterprise Risk Management and Information Security,” Intellectual Property Law Week panel
moderator, Northwestern University School of Law, January 2004

“Comparative EU-US Internet Privacy and Jurisdiction Regulation,” University of Edinburgh
School of Law, December 2003

“Enterprise Risk Management and Legal Strategy for High Tech Entities,” Northwestern
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University, Kellogg Graduate School of Management, November 2003
“Comparative EU-US Privacy Regulation,” University of Oxford, August 2003

“Corporate Privacy and Security Auditing,” Association of Internal Auditors, March 2003
“Russian e-Commerce and U.S. Business,” Northwestern University School of Law, February

2003

“Internet Privacy and Total Information Awareness,” Northwestern University School of Law,
January 2003

“U.S. Small Business and the Internet,” Northwestern University School of Law, September 2002
“Information Technology Implications of Health Data Privacy,” Northwestern University School
of Law, April 2002

“Entrepreneurship Online: Small Business e-Commerce Considerations,” Northwestern University
School of Law, January 2002

“International e-Commerce Privacy Considerations,” Northwestern University School of Law,
August 2001

“Internet Law in Australia and New Zealand,” Northwestern University School of Law, January
2001

D. Selected Presentations — Computer Science/ Technology Industry
Panelist, The Jetsons are Here!, Executive Women’s Forum, October 2021
Panelist, Cloud Security and Healthtech panel, Biohacking Village, DEFCON 2021

Ethics Village, Law track organizer and presenter, DEFCON 2020
https://www.pilotlab.org/defcon2020

Ethics Village, Law track organizer and presenter, DEFCON 2019

“Security, Safety, and the Internet of Things,” (with CPSC Comm. Kaye), Shmoocon, January
2019

“The Internet of Bodies,” panel organizer and moderator, DEFCON Biohacking Village, August
2018 (panelists: Commissioner Rebecca Slaughter (FTC), Dr. Suzanne Schwarts (FDA), Prof.
Stephanie Pell (West Point))

“Broken,” DEFCON Ethics Village, August 2018
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“Broken,” EstesCon, Colorado, April 2018

“Broken,” NarwahlCon, Las Vegas, July 2017

“Meet the Fed,” panel organizer and moderator, DEFCON, July 2017

“Generation C: Hacker Children and the Future of Innovation,” BSidesL'V, August 2016
“CYBER!,” RVASec, June 2016

“Generation C: “Hacker” Children and the Future of Innovation,” CITP, Princeton University,

February 2015

“Bitcoin Regulation,” guest lecture in Bitcoin and Cryptocurrency Technologies, Department of
Computer Science, Princeton University, October 2014

“Top Technology Entrepreneurship Mistakes,” guest lecture in Advanced Programming
Techniques, Department of Computer Science, Princeton University

“U.S. Regulation of Information Security,” Inaugural conference of Global Centre for
Cybersecurity Capacity, University of Oxford, November 2013

“Information Security and Privacy Law: Past, Present and Future,” Department of Computer
Science, NYU Poly, August 2013

“Hacking Speech,” USENIX Security, EVT workshop, August 2013

“Hacked Up: Reforming the Computer Fraud and Abuse Act,” DEFCON Skytalks, Las Vegas,
August 2013

“Catawampus: Initial Filings and the CFAA,” BSidesLV, Las Vegas, August 2013

“Twitter (R)evolution: Privacy, Free Speech and Disclosure,” WWW2013, Rio, May 2013
“Database Anonymization and Data Protection in the U.S.,” Department of Computer Science,
University of Auckland, February 2012

“Safe(r) Code and the Cyborg User,” Microsoft Corporation, Hyderabad, March 2011
Panel moderator, Information Security panel, Supernova Conference, June 2008

“Vulnerable Data and Legal Standards of Due Care,” University of Illinois at Chicago, Department
of Information and Decision Sciences, March 2005

“Information Security Negligence,” RSA 2005, San Francisco, February 2005
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“Enterprise Risk Management for Information Technology Manufacturers”, Centre for
Economics and Policy, School of Engineering, University of Cambridge, November 2003

“Introduction to Corporate Information Security Law,” Black Hat, July 2003

“Intellectual Property Development and Protection,” ACM, Chicago Chapter, May 2003

VII. SELECTED CONGRESSIONAL TESTIMONY AND OTHER GOVERNMENT SERVICE
Federal Trade Commission, advisory expert (2013-2014; 2022-2023)
Kluge Center, Library of Congress, Research Scholar Advisory Committee Member (ongoing)
U.S. Food and Drug Administration, Consulting Expert, CDRH, 2019-2021

Consumer Product Safety Commission, Presenter, hearing into machine learning and consumer
safety, May 2021

[Redacted agency], [Redacted enforcement matter], consulting expert in enforcement action
(2020)

Copyright Office, Library of Congress, 2020-2021 Renewal application for (previously
granted) DMCA Section 1201 Consumer Product Security Research Exemption granted in
2014-2015 Triennial Review Process and first renewed in 2017-2018

Council of Europe, Speaker, Convention 108+, November 19, 2019

Consumer Product Safety Commission, Testimony, The Internet of Things and Consumer Products
Hazards, May 2018, https://www.youtube.com/watch?v=-YSDEkWuxUo

Copyright Office, Library of Congress, Filing expressing neither opposition nor support for
Class 10 proposed exemption to DMCA Section 1201 during 2017-2018 Triennial
Rulemaking Process , https://www.copyright.gov/1201/2018/comments-
031418/class10/Class_10_Reply_Joint_Security Researchers.pdf

Copyright Office, Library of Congress, 2017-2018 Renewal application for (previously
granted) DMCA Section 1201 Consumer Product Security Research Exemption granted in
2014-2015 Triennial Review Process — renewal

recommended by Copyright Office, https://www.regulations.gov/document?D=COLC-
201 7https://www.regulations.gov/document?D=COLC-2017-0007-00700007-0070
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Copyright Office, Library of Congress, Attorney of record representing computer science
academics (Profs. Steve Bellovin, Matt Blaze, Alex Halderman, Nadia Heninger) in successful
2014-2015 DMCA Section 1201 Triennial Rulemaking Process

petition obtaining a broad security research exemption for consumer products
http://copyright.gov/1201/2014/petitions/Bellovin_1201 Intial Submission_2014.pdf
(exemption granted on 10/28/2015)

United States House of Representatives, Testimony, Homeland Security Committee, Promoting
and Incentivizing Cybersecurity Best Practices, July 28, 2015,
https://homeland.house.gov/hearing/subcommittee-hearing-promoting-
andhttps://homeland.house.gov/hearing/subcommittee-hearing-promoting-and-incentivizing-
cybersecurity-best-practices/incentivizingcybersecurity-best-practices/

U.S. Federal Trade Commission, Senior Policy Advisor and Scholar in Residence, Dec. 2013-
August 2014, http://1.usa.gov/18KxYha

United States House of Representatives, Testimony, Energy and

Commerce Committee, Reporting Data Breaches: Is Federal Legislation Needed to Protect
Consumers?, July 18, 2013,
http://energycommerce.house.gov/hearing/reportinghttp://energycommerce.house.gov/hearing/re
porting-data-breaches-federal-legislation-needed-protect-consumersdatabreachesfederal -
legislation-needed-protect-consumers

European Commission, Cyborg Children and the “Vulnerable Consumer,” Digital Agenda for
Europe, Futurium project webinar, July 11, 2013,
https://ec.europa.eu/digitalagenda/futurium/en/content/norms-and-values-media-2030

VIII. BOARD MEMBERSHIPS AND AFFILIATIONS
IEEE Technology Predictions Team, 2018 - 2021
AALS Internet Law Section officer, 2017 - 2021
CFP Review Board, DEFCON security conference, 2016 — 2018
Jotwell legal blog, Contributor, 2017 - 2021
Editorial Board Member, Harvard Journal of Technology Science, 2015 - 2021
IEEE International Workshop on Privacy Engineering, program committee member, 2017

Reviewer, IEEE Security and Privacy, 2014 - 2021
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Advisory Board Member, SCRIPT-ed, Technology Journal of University of Edinburgh School of
Law, 2004 — 2021 http://www .law.ed.ac.uk/ahrb/script-ed/about.asp

Information Security and Privacy Interdisciplinary Research and Education program (INSPIRE),
Center for Interdisciplinary Studies in Security and Privacy advisory board member, NYU- Poly,
2013 - 2015

EU Network of Excellence in Internet Science Advisory Board Member, Oxford Internet Institute,
2012 — 2015 http://www.internet-science.eu/

Reviewer, MARKETING SCIENCE, 2011

Reviewer, JURIMETRICS, American Bar Association/Arizona State University journal of technology
and law, 2009

Reviewer, JOURNAL OF LAW, TECHNOLOGY AND POLICY, University of Illinois, 2010

IX. GRANTS (where personal compensation resulted)

Hewlett Foundation, $150,000, Fall 2019
« Co-authoring an information security law and policy textbook

University of Pennsylvania competitive internal grants
* Vice Provost Global Engagement Fund (with co-PI), Fall 2012 -
$25,000
* Zicklin Center research grants, Fall 2012, Fall 2007 - $10,000

Microsoft Corp. Trustworthy Computing Curriculum Grant (with Co-PI), $50,000, December
2004, http://bit.ly/15SSX gP
* Developed and taught a curriculum about information security and
privacy law and policy, including medical device security and patient
medical privacy.

X. SELECTED PRESS MENTIONS

A. Podcast Interviews (full length)

Lawfare, June 28, 2022, https://www.lawfareblog.com/lawfare-podcast-andrea-matwyshyn-and-
dojs-new-cfaa-charging-policy

Kara Swisher’s Recode Decode, Vox, December 4, 2019, https://soundcloud.com/recode-
decode/andrea-matwyshyn-we-already
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Microsoft Corporation, Afternoon Cyber Tea with Ann Johnson, April 11, 2020, Part 1:
http://admin.podcastone.com/episode/The-Internet-of-Bodies-Human-Potential-and-Security-

Pitfalls-Part-1 and April 18, 2020, Part II: http://admin.podcastone.com/episode/The-Internet-of-
Bodies-Human-Potential-and-Security-Pitfalls-Part-2

Michael Madison, Future Law Podcast, May 1, 2021, https://podcasts.apple.com/us/podcast/ep-34-
andrea-matwyshyn-penn-state-professor-law-innovation/id1434998089?i1=1000519590744 &l=tr

B. Press Relationships and Awards
Wall Street Journal — opinion writer under contract
Wharton Business News Radio, Knowledge@Wharton Sirius XM 111, “Friend of the Show” —

(2007-2020), commenting on information governance (security/privacy) issues, law, and corporate
governance https://businessradio.wharton.upenn.edu/

Washington Post “The Network™ member — commenting on information security and privacy policy
and law
https://www.washingtonpost.com/graphics/2018/politics/powerpost/thenetwork/?noredirect=on&u
t m_term=.d5de0d254dcl

Named to Cyberscoop “Leet” List, 2018, https://www.cyberscoop.com/2018-cyberscoop-leet-list/

C. Selected Individual Commentary

ABC News

* Should Companies Be Required to Disclose Cyberattacks?, October 21, 2011,
http://abcnews.go.com/blogs/politics/2011/10/should-companies-be-required-
todisclosecyberattacks/

BBC

Apple v Samsung patent verdict reconsidered in court, December 6, 2012,
http://www.bbc.co.uk/news/technoloey-20615376
o Samsung and Apple’s patent clash heads to trial by jury, July 30, 2012,
http://www.bbc.co.uk/news/technology-19022935

Yahoo sues Facebook over 10 disputed patents in the US, March 12, 2012,
http://www.bbc.com/news/technology-17345935
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