
Cyber SAFETY Act Coalition 
 

Congress needs to swiftly pass S. 2392, the Cyber SAFETY Act of 2018 
Cyber technology companies are protecting America. Are you protecting them? 

 

 

 

SUMMARY 

 

1) Government and business entities confront relentless, often state-sponsored, 

cyberattacks. Industry continues to provide cutting-edge security for the common good 

but lacks effective government protection. This security gap calls for clear legal 

defenses. 

 

2) S. 2392, the Cyber SAFETY Act of 2018 (CSA), clarifies that the SAFETY Act 

applies to a significant cyberattack (i.e., a “declared cyber incident”) regardless of 

illicit actors’ motivations. 

 

3) CSA will help incentivize companies to take their cybersecurity product, equipment, 

or service through the Department of Homeland Security’s (DHS’) rigorous SAFETY 

Act vetting process. 

 

SAFETY Act labeling—i.e., a designation or certification—will foster the voluntary 

development, purchase, and deployment of cutting-edge cybersecurity technologies 

in threatening online environments, which many in the public are demanding.1 

 

4) CSA does not absolve businesses of liability. Rather, CSA creates a carefully 

balanced approach to managing cyber risk and minimizing costly litigation. 

 

CSA will increase the likelihood that leading cyber technologies will be utilized 

because SAFETY Act protections are extended to the sellers and buyers of CSA 

technologies. 

 

5) CSA will create a positive security loop involving cyber technologies being regularly 

tested and improved, businesses buying and deploying state-of-the art cyber 

technologies, and sellers and consumers benefiting from SAFETY Act protections. 

 

These actions should collectively prevent or limit the damage from significant 

cyberattacks against U.S. interests. 

 

Some cyber technologies may not be deployed except for SAFETY Act safeguards. 

CSA technologies will reduce the magnitude of risk that the American public faces 

because of rampant cyberattacks. 
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NEED: Public and private organizations are exposed to unrelenting, often state-

sponsored cyberattacks, which are eclipsing the threat of physical terrorist acts. 

 

 The cyber threat landscape is causing government and industry to rethink 

homeland security. On July 31, 2018, in announcing the Department of Homeland 

Security’s (DHS’) new National Risk Management Center, Secretary Kirstjen Nielsen 

described today’s disturbing reality in cyberspace: “[C]yber threats collectively now 

exceed the danger of physical attacks against us [emphasis added]. This is a major sea 

change . . . for our country’s security.”2 

 

The SAFETY Act was passed in 2002 to unlock the wider production and deployment of 

anti-terrorism technology to protect U.S. businesses and institutions without fear of 

enterprise-threatening lawsuits, but only if the DHS secretary declared that terrorists 

committed the attack.3 

 

However, the legislation needs to be modernized to reflect that cyber assaults—whether 

undertaken by terrorists, state actors, or criminals—top the list of worldwide threats 

facing our nation.4 CSA focuses on the impact of the cyber incident, not the identity of 

those who commit it. 

 

 Businesses provide security for the common good but lack reliable government 

protection. Despite the existence of dedicated homeland security, law enforcement, 

intelligence, and defense agencies, the U.S. government does not stand between industry 

and malicious hackers. Cyberspace is the only domain where we ask private entities to 

defend themselves globally against foreign powers, other state-sponsored threats, and 

highly capable criminals.5 

 

Leading enterprises are spending billions of dollars to provide security for the common 

good.6 But there’s a remarkable contrast between the proactive protection offered to the 

public by industry and the reactive efforts of government.7 

 

 Security gap justifies making legal defenses plainly understood. Since the U.S. 

government doesn’t stop potentially destructive or disruptive attacks before they occur, 

CSA will help fill this chasm by clearly extending a safe harbor to state-of-the-art cyber 

technologies that are meticulously vetted and approved by DHS on an ongoing basis. 

 

The private sector has a legitimate frustration, which CSA will help lessen, that it is 

battling our nation’s cyber adversaries almost single-handedly. Yet it is left holding the 

liability bag when malicious actors—including Russia, China, Iran, North Korea, and 

criminal gangs—successfully victimize businesses and related parties.8 

 

Worth highlighting, CSA will be a key part of an organization’s enterprise risk 

management strategy, which includes use of the National Institute of Standards and 

Technology (NIST) Cybersecurity Framework; participation in an information sharing 

and analysis center or organization; membership in a trade association that shares best 

practices; and partnerships with an array of government entities, such as the FBI or the 

Secret Service. 
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The Cyber SAFETY Act will be a key element of a business’ cyber enterprise risk management program. 

 

SOLUTION: S. 2392, the Cyber SAFETY Act of 2018 (CSA), clarifies that the 

SAFETY Act applies to a significant cyberattack (i.e., a DHS-declared cyber incident). 

CSA will also foster the voluntary development and deployment of cutting-edge cyber 

technologies that many stakeholders are calling for. Some cyber technologies may not be 

deployed except for SAFETY Act safeguards. 

 

 CSA modernizes—not expands—SAFETY Act liability protections to deal with high 

priority threats. The SAFETY Act already includes information technology (IT) in the 

definition of a Qualified Anti-terrorism Technology and offers liability protections for 

declared acts of terrorism—a point sometimes misunderstood by both advocates and 

critics of the SAFETY Act. 

 

CSA updates the SAFETY Act to more explicitly protect cybersecurity companies and 

related entities from potentially organization-threatening liability. CSA guards the 

voluntary sellers of approved cyber technologies that help shield the U.S. against 

cyberattacks launched by terrorists, nation-states, and criminal organizations. 

 

In addition, our nation’s critical infrastructure entities—ranging from energy to financial 

services to manufacturing—need the SAFETY Act to specifically say that a DHS-

declared cyber incident will be covered by the statute’s legal defenses.9 Parties using 

cyber products or processes approved by DHS ought to be protected in the face of a 

demonstrable or significant cyberattack that could impact U.S. public health or safety, 

economic security, or national security.10 

 

 CSA coverage will generate beneficial externalities and a powerful win-win for the 

public and industry. CSA will create several positive externalities. The rigorous, 
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systemic SAFETY Act application process screens for cyber technologies that can detect, 

prevent, or mitigate cyberattacks with a comparatively high degree of certainty.11 

 

The extension of SAFETY Act protections will also increase the probability that CSA 

technologies are more widely deployed, reducing the magnitude of the public’s exposure 

to a serious cyber event. The legislation will increase the research and development 

investments in these technologies, thus accelerating their appearance in the market. 

 

To obtain SAFETY Act protections, cyber technology sellers have to endure a lengthy 

and costly SAFETY Act application process. Yet CSA essentially says to SAFETY Act 

beneficiaries, “Step up to raise the security and resilience of your product, service, or 

equipment—which DHS vets and approves—and the government will have your backs 

legally when you or your customers are attacked by malicious hackers.” 

 

Such an outcome is a win-win for industry, policymakers, and the public. For years, 

public officials of both parties have strenuously appealed for improvements to 

cybersecurity technology, especially regarding Internet of Things (IoT) devices, which 

CSA rewards.12 CSA answers this call. 

 

 CSA safeguards do not absolve the private sector of liability. Rather, CSA 

establishes a carefully calibrated approach to managing risk and litigation in an 

environment where the attribution of cyberattacks can be difficult to prove. 

 

o CSA applies to a broad range of IT, including cyber products, services, software, 

and systems. 

 

o CSA extends liability limitations, including ones related to punitive and 

noneconomic damages, to claims arising from DHS-declared cyber incidents 

where CSA-covered cyber technologies are deployed. 

 

o CSA-protected parties are the sellers of cybersecurity solutions; subcontractors, 

vendors, and suppliers that contribute to or market the SAFETY Act-approved 

cyber technologies; and users of such cyber technologies. 

 

o CSA applies to a claim against the seller of a covered technology. Such claim 

may only be maintained in a federal court. A similar claim may not be brought 

against the buyers, buyers’ contractors, or downstream users of designated or 

certified cyber technologies (to the extent that the claim implicates the SAFETY 

Act-approved technology). 

 

o CSA protections won’t apply if the seller’s application is fraudulent or fails to 

have the requisite liability insurance to satisfy third-party claims.13 Further, 

businesses could still be subject to contract-based claims, as well as 

administrative and regulatory claims. 

 

Cyber SAFETY Act Coalition contact: Matthew J. Eggers, vice president, cybersecurity 

policy, U.S. Chamber of Commerce (meggers@uschamber.com) 

mailto:meggers@uschamber.com
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